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fo manage Double Factonr
Autrhentication
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WHAT THE APP IS AND WHAT IT'S FOR

The Microsoft Autrhenticator app allows you to access your accounts using two-step verification, making them more
secure. Two-step verification adds an extra layer of protection on top of the password, which can be forgotten, stolen, or
compromised. This second step, like using your phone, makes it more difficult for other people to access your accounts.

You can use the Authenticator app in several ways:

Telephone for access
A version of rwo-factor verification that allows you to log in without requiring a password, using your username and
mobile device with your fingerprint, face or PIN.

Code generation
As a code generator for all other accounts that support aurhentication apps.

Authenticator is compatible with any account that uses trwo-factor verification and supports TOTP (One-Time-Time
Passwonrd) standards.

Although your username appears in the app, the account is not set up as a verification method until you complete
registration.

In case of problems please contact:

tis very important to include in the email
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INSTALL THE AUTHENTICATOR APP

To install the
Authenticator app
on an Android
device, scan the
QR code below or
open the
download page
from your mobile
device.

To install the
Authenticator app
on ioOS, scan the
QR code below or
open the
download page
from your mobile
device.

In case of problems please contact:

It is very important to include in the email
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CONFIGURE THE AUTHENTICATOR APP

a After installing the Authenticator app, follow the steps below to add your account:

1. Open the Authenticator app.
2. Select (+) in the upper right corner.

3. Point the camera at the matrix code or follow the instructions provided in your account settings.

After viewing the account in the Authenticator app, enter the verification code within the app to log in.

Note: You can set up the account on multiple devices where the Microsoft Autrhenticator
app is installed.

In case of problems please contact:

It is very important to include in the email
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IMPORTANT NOTE - SETTING THE SECOND AUTHENTICATION FACTOR

From your browser type
Microsoft portal:

If you see this screen, make sure you are logging in
with the correct Ferrari user account. If it is not listed,

select 'Use another account”'.

B8 Microsoft

Selezionare un account

Smith, John
rgl john.smith@externalcompany.com

Connesso a Windows

/

+ Usa un altro account

In case of problems please contact:

tis very important to include in the email

to be redirected to the

If you are not prompted to enter your credentials,
click on the sticker with your initials in the upper right
hand corner and verify that you are logged in with
your Ferrari account. If not, click 'Sign Out' and log in
with the correct Ferrari user account.

a8 ? s
External Company S.p.A

/

John Smith

SJ john.smith@externalcompany.com

Visualizza account

Cambia organizzazione

@ Accedi con un altro account aziendale
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SETTING THE SECOND AUTHENTICATION FACTOR1/3

First login mode:

« After making sure that the utility is the correct one, the screen depicted in step 4 will appear, proceed with the steps
given to register the second factor.

ﬂ*& \ ﬂg, \ >

Accedi @;;

lso'nef‘:\e Dexample.com john.smith@ferrari.com d

Problemi di accesso all'account? ImmEttere Ia password jOhn-smith@ferrari-com

. — Sono necessarie altre
NV N . . .
‘\ Ho dimenticato la password |nf0‘rm aZ|On|
Dear user, TS L'arganizzazione necessita di altre informazioni per
- v -

1) Do you have a Ferrari account? Please enter your ‘ mantenere protetto I'account

email address

2) Do you have a Supplier account? Enter your Dear user, Usa un account diverso

username followed by @partners.ferrari.com
1) Do you have a Ferrari account? Please enter your o o

3) Do you have a Dealer account? Enter your email address Altre informazioni

username followed by @dealers.ferrari.com
2) Do you have a Supplier account? Enter your -
username followed by @partners.ferrari.com RY; Avanti

~
Q Opzioni di accesso 3) Do you have a Dealer account? Enter your ‘
P username followed by @dealers.ferrari.com

In case of problems please contact:

tis very important to include in the email
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SETTING THE SECOND AUTHENTICATION FACTOR 2/3

Proteggi I'account

Microsoft Authenticator

a Ottenere prima di tutto I'app

- Nel telefono installare I'app Microsoft Authenticator. Scarica ora

Vaglio usare un'app di autenticazione diversa

Si vuole configurare un metodo diverso

Dopo l'installazione dell'app Microsoft Authenticator nel dispositivo, scegliere "Avanti".

> =

gnora la configurazione

Download the Microsoft Authenticator app

and click "Next"

Proteggi I'account

Microsoft Authenticator

Configura I'account

Se richiesto, consentire le notifiche. Aggiungere quindi un account e selezionare "Account aziendale o
dell'istituto di istruzione”.

Indietro

gnora la configurazione

Add an account (+) and select "Corporate
Account” in the app. Then click "Next"

In case of problems please contact:

It is very important to include in the email

Proteggi I'account

Microsoft Authenticator

Esegui la scansione del codice a matrice

Usare I'app Microsoft Authenticator per eseguire |a scansione del codice a matrice. L'app Microsoft
Authenticator verra connassa all'account

Dopo la scansione del codice a matriga, scegliere *Avanti”,

tndietro

dnfigurare un metodo diverso gnora la configurazione

Scan the QR code, then click 'Next'.

N
4]



mailto:FGT-HD_SupplierCollaborationPlatform@ferrari.com

SETTING THE SECOND AUTHENTICATION FACTOR 3/3

Proteggi I'account

Microsoft Authenticator

Prova

v/

Per approvare la notifica inviata all'app, immettere il numere visualizzato di seguito.

16

Indietro

gnora la configurazione

Code to be entered in the Authenticator
app

(e N

@ Stai provando ad accedere?

Ferrari S.p.A.

john.smith@ferrari.com

Immettere il numero mostrato per
accedere.

—— Immetti il numero qui
16

Si

NO, NON SONO 10

NON RIESCO A VEDERE IL NUMERO

\ /

Enter the code in the
Authenticator app

/s

Microsoft Authenticator

Proteggi I'account

Click "Next"

La notifica é stata approvata

v/

o

~

/

Click "Finish"

/

10

Proteggi I'account

Operazione riuscita

Le informazioni di sicurezza sono state configurate. Scegliere "Fine" per continuare la procedura di accesso.

Metodo di accesso predefinito:

2
Microsoft Authenticator

~

In case of problems please contact:

important to include in the email

tis ver
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2. AUTHENTICATION ON AZURE AD

What to do to manage the first
step of authentication
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Authentication
How to log in

The first page that will come up

when logging in the user will have to:

Enter the Ferrari credentials which
should contain the username
followed by the domain
@partners.ferrari.com

PLEASE NOTE:

For users who also use the Ferranri
Supplier Collaboration Platform (Ex:
Sourcing, SVR etc)

The new username will then contain
the text string that was contained
after FGTPORTALS\ in the old one.

For example, if the username
FGTPORTALS\|\ECSM.Rossi was
entered berfore, it will now have ro
be entered
ECSM.rossi@partners.ferrari.com

Scopri FSCP FAQ Documenti Utili

3

FERRARI SUPPLIER
COLLABORATION PLATFORM

BENVENUTO

Accediconle tue
credenziali Ferrari

LOGIN

Scopri come eseguire l'accesso ai portali

Password Dimenticata?

Scopri FSCP

‘ Scopri la nuova modalita di
accesso ai portali della Ferrari
Supplier Collaboration
Platform

SCOPRI

In case of problems please contact:

It is very important to include

in the email
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Authentication
How to log in

Once the correct credentials are
entered, the user will receive a
noftification on your registered
device through which they can
confirm their request for access.

NB: in some cases the noftification
may not arrive on the device, in this
case the user will have to manually
open the Authenticator App to follow
this operation

@ Stai provando ad accedere?

Ferrari S.p.A.
TST-ADSync12@partners.ferrari.com

Immettere il numero mostrato per
accedere.

— Immetti il numero qui
16

Si

NO, NON SONO 10

NON RIESCO A VEDERE IL NUMERO

In case of problems please contact:

It is very important to include

in the email
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3. ACCESSING FERRARI PARTNER

How to gain access to the Ferrani
Partner ponrtal
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Ferranrildentity Management

INSTRUCTIONS FOR ACCESSING FERRARI PARTNER and FERRARI
SUPPLIER COLLABORATION PORTAL.

This manual explains how to access
the "Ferrari Partner" portal.

Ferrari partner

On a temporary basis, Ferrari
providers will be required to have

dual aurhentication: IL PORTALE DEI FORNITORI

- Firstlogin via o

@partners.ferrari.com credentials
(the same ones used to access the
Ferrari Supplier Collaboration
Platform) and use of multi-factor
autrhentication (MFA)

PASSWORD:

¥ CONFERMA

. . - ¥ PROPONIT
« Second login using specific Partner

Portal credentials.
=N

Partners®
Communily




Ferrarildentity Management

FERRARI PARTNER LOGIN INSTRUCTIONS

Once logged in using the s, | P
autrhentication methods described Ferrari R
above, the user will be returned to
the "traditional" Ferrati Partner login
page

IL PORTALE DEI FORNITORI

To access the application he will be

asked to enter the credentials s
currently used to log in to Ferrari
Partner PASSWORD:

¥ CONFERMA

¥ PROPONITI

Partners'
Community

In case of problems please contact:

IT is very important to include in the email
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MORE INFORMATION

In case of problems please contact:

It is very important to include in the email
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SELF-SERVICE PASSWORD RESET
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SELF-SERVICE PASSWORD
RESET

SELF-SERVICE PASSWORD RESET VIA MICROSOFT AUTHENTICATOR/LINK DIRECT APP

The purpose of this section is to explain the Self Service Password Reset (SSPR) procedure to guide the user
in resetting the password in case of loss or forgetfulness.

This is a system that allows users to reset their passwords themselves without having to contact technical
support or an IT administrator.

In order to change the passwonrd via Self Service Password Reset (SSPR), you must have previously logged in and
set up the second protection factor (Microsoft Authenticator). Therefore, it is important to set up the second
authentication factor immediately (see section 'APP MICROSOFT AUTHENTICATOR / Setting up the second

autrhentication factor').

In case of problems please contact:

It is very important to include in the email
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PASSWORD RESET DIRECT LINK a2/3

If you know you can't remember the password, proceed directly via link
"https://passwordreset.microsoftonline.com/"

Y

@' ® fﬂj ™ ‘_" Microsoft Online Password Resst +

& G [N IEl https:)//passwordreset.microsoftonline.com

john.smith@ferrari.com

Immettere la password Microsoft

|—_=35 ord -\' :
| | A Get back into your account

Ho dimenticato la password

Who are you?

To recover your account, begin by entering your email or username and the characters in the picture or au

Email or Username:

o m or user@ 0.com
Dear user,
L

1) Do you have a Ferrari account? Please enter your ~
email address =
2) Do you have a Supplier account? Enter your
username followed b} @par‘tners.ferl’ari.com Enter the characters in the picture or the words in the audia. *

3) Do you have a Dealer account? Enter your
username followed by @dealers.ferrari.com m Cancel

In case of problems please contact:

tis very important to include in the email
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PASSWORD RESET 2/3

3

Tornare all'account

Identificarsi

ccount, immettere lindirizzo di posta elettronica o il nome utente e i caratteri dellimmagine o dell'audio seguente

elettronica 0 nome utente: *

john.smith@ferrari.com

dellimmagine o le parole dell'audic. *

Enter your email address and
type in the code shown below

3

Tornare all'account
passaggio di verifica 1 > scegliere una nuova password

Scegliere il metodo di contatto da utilizzare per |a verifica

Annulla

Click "sSend Notification"

3

Tornare all'account

passaggio di verifica 1 > scegliere una nuova password

@ 2pprova sna nofic el

Authenticator

58

Annulla

-

€ |a notifica inviata all'app, immettere il numero visualizzato d

The verification code

¢

® . . N nviare una notifica all'app Authenticator nel dispositivo mobile. .
4 p o Fprows una netiica nelae o] ' @ Stai provando ad accedere?
) ' Al : ,
g A Invia notifica

Ferrari S.p.A.

john.smith@ferrari.com

Immettere il numero mostrato per
accedere.

Immetti il numero qui
58

s

NO, NON SONO 10

K NON RIESCO A VEDERE IL NUMERO

In case of problems please contact:

tis very important to include in the email
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PASSWORD RESET 3/3

gj Microsoft

Tornare all'account |
Tornare all'account

passaggio di verifica 1 v > scegliere una nuova password o |_ -
a password

T~

stata reimpostata

mmissione nuova password _ . i
FEr acCedeare Con la nuova password, rare clic i|u

J
3
T
=
B
[

Fine Annulla

Passwords must

meet the complexity

Choose a new password and Your password has been reset deﬁne_d by the
organization

confirm it

In case of problems please contact:

It is very important to include in the email
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CHANGE PASSWORD

In case of problems please contact:

It is very important to include in the email
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3. CHANGE PORTAL PASSWORD..

1. Access the "https://myapplications.microsoft.com/" page

2. Select the sticker in the upper right corner with your picture or the initials of your name. Click "View Account™

SJ

=3

"_" ‘ App personali ~ L Cercaapp &

Ferrari S.p.A. Esci
Apps

John Smith
SJ john.smith@ferrari.com

¢ » 1 ¢ B3 p

Power Apps Power Automate Power Bl Power Pages PowerPoint Project

Cambia organizzazione

o
I\,le Accedi con un altro account aziendale

In case of problems please contact:

tis very important to include in the email
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3. CHANGE PASSWORD...

3. Select the "Security Information"” button in the left column.

f;J | Account personale & & SJ

SJ john.smith

| < Informazioni generali

7w Informazione di sicurez... _.} .
) John.Smith

L Dispositivi
= john.smith@ferrari.com p/

¢~ Password

Informazione di Password Impostazioni e privacy

sicurezza

Consente di personalizzare le impostazioni
dell'account e di verificare il modo in cui
vengono usati i dati.
VISUALIZZA LE IMPOSTAZIONI E LA
PRIVACY

Rendere pill complessa la password o
meodificarla se & nota anche ad altri utenti.

Mantenere aggiornati i metodi di verifica e le

informazioni di sicurezza. CAMBIA PASSWORD

O Organizzazioni

3  Impostazioni e privacy Cause che impediscono la modifica AGGIORNA LE INFORMAZIONI

{—_); Accessi personali

(B App personali
Dispositivi Organizzazioni Accessi personali

Gruppi personali

E Accesso personale g 9 pp

Disconnetti da tutto

Disabilitare un dispositiva perso e verificare |
dispositivi connessi.

GESTISCI | DISPOSITIVI

In case of problems please contact:

important to include in the emai

Visualizzare tutte le organizzazioni a cui s
appartiene.

GESTISCI LE ORGANIZZAZIONI

E possibile verificare quando e dove sono stati
eseguiti gli accessi e controllare se sono
presenti elementi insoliti.

VERIFICA LE ATTIVITA RECENTI
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3. CHANGE PASSWORD..

$

john.smith@ferrari.com

Approvare la richiesta di
accesso

@ Aprire I'app Authenticator e immettere il
numero mostrato per eseguire |'accesso.

41

Non vedi numeri nell'app? Assicurati di eseguire
I'aggiornamento alla versione piu recente.,

Altre informazioni

Annulla

Diear user,

email address

2) Do you have a Supplier account? Enter your
username followed by @partners.ferrari.com

3) Do you have a Dealer account? Enter your
username followed by @dealers.ferrari.com

1) Do you have a Ferran account? Please enter your

@ Stai provando ad accedere?

Ferrari S.p.A.
john.smith@ferrari.com

App

My Signins

Posizione

Immettere il numero mostrato per
accedere.

Immetti il numero qui

41

si

NO, NON SONO 10

NON RIESCO A VEDERE IL NUMERO

5 Enter the code in the Authenticatof app.

4. Verifi

In case of problems please contact:

It is very important to include in the email
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3. CHANGE PASSWORD.... Passwords must mest the

organization
Modifica password X
Informazione di sicurezza
Questi sono | metodi usati per accedere all'account o reimpostare la password. ID utente
john.smith@ferrari.com
You're using the most advisable sign-in method where it applies.
Sign-in method when most advisable is unavailable: Microsoft Authenticator - Notifica N uova passwo rd
I~ Aggiungere metodo di accesso | = ‘
[=] password Jtumo agiomements M Conferma nuova password
6 ore fa 71
@ Microsoft Authenticator bivel &3 Elimina | ‘
Push dell'autenticazione a pil fattori (MFA) ” -
E stato perso il dispositivo? Disconnetti da tutto Annulla
6. Click "Change" 7. Enter and confirm the new password

In case of problems please contact:

tis very important to include in the email
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WHAT TODO IF YOURDEVICEIS
LOST/STOLEN
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4. WHAT TO DO IF THE DEVICE IS
LOST/STOLEN.

In case of loss or theft of the phone on which Microsoft Authenticator is installed:

« Report via email to IAM support FGT-SupportolAM@ferrari.it

Note: In case the user changes both the mobile device and the phone number, it is
important to remember to access their Microsoft user profile in the 'Security Info'
section of the portal and add the new phone number before losing control over

the old one.

In case of problems please contact:

tis very important to include in the email
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